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Purpose

The University of the Free State (“UFS”) acknowledges an obligation to ensure information
security for all information technology data, equipment and processes in its domain of
ownership and control. This obligation is shared by every member of the University.

This document will explain the need for information security and indicate appropriate levels of
security through standards and guidelines.

Scope

All information users are responsible for complying with the relevant policies and procedures.

Explanatory Terms

“Must”, “will”, “shall”
These terms denote a mandatory requirement that must be adhered to by everyone. The
only allowable deviation is through a formal exception waiver.

“Should”
This term denotes a highly suggested, but not mandatory, recommendation.

“May”, “can”
These terms denote non-mandatory recommendations.

“UFS”
Refers to the “University of the Free State”.

“University”
Refers to the “University of the Free State”.

“Users”
Refers to any person(s) or entity/entities accessing the UFS computer network or information.

“Information”
Refers to any information whether in written/printed, verbal or electronic form.

Information Security Responsibilities and Compli ance

Every user is responsible for his or her actions as it relates to the safeguarding of UFS
information assets.

Failure to comply with the information security policies or other relevant policies may result in
withdrawal of the right to use systems or services and/or disciplinary action.

All suspected information security incidents, weaknesses or breaches must be reported
promptly to the service desk of ICT Services.

All information users are required to indicate their understanding and acceptance of this
policy.
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